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Communication behaviour hiding

based on network address translation
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Abstract: The steganographic techniques embed secret
messages into the carrier with minimal modifications, then
the communication parties transmit the carrier to hide
secret message content and covert communication
behavior. However, in practical applications, sometimes
the normal communication behavior is enough to cause
suspicion. In response to this problem, this paper proposes
to use network address translation(NAT) technology to
hide the direct communication behavior. Compared with
The Onion

Routing(Tor), a kind of anonymous

communication system, the method of this paper is more

concealed and has lower latency because it does not use a
specific encryption protocol.
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