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A. Security threats to embedded systems 

1) In terms of resources : 

2) In terms of working environment: 

 

3) In terms of software vulnerabilities: 

4) In terms of network attack: 

B. Threat model  

C. Related work 
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A. Challenge 

1) Functionally equivalent : 

2) Being available for different platforms: 
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3) Fully considering characteristics of C language: 

4) Balancing the security and cost:  

 

B. System framework 
P

P P P'

P

P'

C. Algorithm implementation 

switch-case for, while, do-
while

case cases
switch dispatch

switch-case loop

1) Declaration and use of variables: 

 
2) Variable scope and namespace problem: 

  
3) Execution sequence: 

 

fun
variables do-while if

1) Preprocessing

2) Renaming variables to solve conflict on variables of 
the same name:

3) Advancing the declaration of variables and 
separating declaration from assignment:
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4) Logical expansion :
for while do-while  if-goto

if-goto

5) Control flow flattening:

case var_2 

6) Rewrite

A. Experimental environment 

B. Resulsts 

1) The effectiveness of obfuscation evaluation: 
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2) Space and time overhead analysis

 

3) Quantitative value of effectiveness evaluation:

input
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